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Graded Bit-Error-Correcting Codes With
Applications to Flash Memory

Ryan Gabrys, Eitan Yaakobi, Member, IEEE, and Lara Dolecek, Member, IEEE

Abstract—Flash memory is a promising new storage technology.
Supported by empirical data collected from a Flash memory de-
vice, we propose a class of codes that exploits the asymmetric na-
ture of the error patterns in a Flash device using tensor product op-
erations. We call these codes graded bit-error-correcting codes. As
demonstrated on the data collected from a Flash chip, these codes
significantly delay the onset of errors and therefore have the po-
tential to prolong the lifetime of the memory device.

Index Terms—Coding theory, error-correcting codes, flash
memory, tensor product codes.

I. INTRODUCTION

F LASH memory devices can be found almost everywhere
today. They are lighter, faster, and more shock resistant

than traditional magnetic hard drives. As this technology scales
and the storage density increases, data errors become more
prevalent, making error correction coding critical for main-
taining data integrity.
The storage density of a Flash memory device is dependent

on the number of discrete voltage levels the floating gate cell
is capable of representing. In early generations, every memory
cell could represent two voltage levels and thus store a single
bit. The demand for increased storage capacity has created the
need to store more than a single bit per cell by simply repre-
senting more than two voltage levels. In this work, we follow
the commonly adopted nomenclature and assume that multiple
level cell chips store multiple bits per cell, and that in particular
triple level cell (TLC) chips store three bits per cell.
Recently, the subject of error-correction coding for Flash

memory has received significant attention. In [18], trellis-coded
modulation techniques were applied to Flash memory. In
[13], the use of LDPC codes was investigated, and in [19],
it was found that using soft information from multiple reads
in the LDPC decoder lowered the error rate. In [9], algebraic
error-correction codes were used for rewriting as well as for
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correcting errors. In [2], [5], [6], and [12], codes that correct
limited magnitude asymmetric errors were constructed. In [23],
this model was extended to correct graded error patterns. In
[17], constructions were given for single error-correcting codes
that can correct limited magnitude errors in two directions. In
[25], a different error model was considered where the like-
lihood of an error occurring was directly related to the value
of the cell being programmed. The problem was to construct
codes that maximized the size of a codebook given some fixed
tolerable error probability. In [11], a novel method of encoding
information was introduced that reduced the occurrence of
errors during programming.
The error model in this work is motivated by data collected

from a TLC Flash device. As observed in [24], if the informa-
tion from each Flash cell is interpreted as a triple-bit word, then
the errors (referred to as graded bit errors) largely but not exclu-
sively cause only a single bit in each word to change. From this
observation, we suggest the use of a class of codes derived from
tensor product codes [22] in the context of Flash memory. We
refer to this class of codes as graded bit-error-correcting codes.
The contribution of this work is to generalize the result of [24] to
produce code constructions that correct errors that mostly have
only a small number of bits in error for each cell error. In fact,
some of the proposed codes indeed end up having the same al-
gebraic structure as generalized tensor product codes (cf. [10]).
The novelty of this work is to show that for certain parameters
of the constituent codes, such constructions can correct graded
bit errors.
Tensor product codes were first introduced in [22] and were

generalized to produce efficient binary codes in [10]. In [20],
these constructions were revisited and an efficient method of en-
coding was provided. More recently, tensor product codes were
used in the context of magnetic recording [3], [4]. In a concate-
nated coding scheme, the use of a tensor product parity code
as the inner code was shown to offer the performance advan-
tages of a short length parity code but without the associated
rate penalty. In [1], tensor product codes were used in conjunc-
tion with soft iterative decoding methods to manage the size
of the syndrome table. In this work, a new type of generalized
tensor product codes, the graded bit-error-correcting codes, is
developed. These codes are demonstrated to correct the errors
that occur within a TLC Flash device. In particular, general-
ized tensor product codes are shown to delay the onset of errors
longer than conventional coding schemes. Delaying the onset of
errors is significant since the device can potentially be used for
a longer period of time.
In contrast to conventional symmetric error-correcting codes

(e.g., [15, Chs. 5 and 8]) that in general correct symbol errors
of arbitrary magnitudes, the error correction capability of the
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TABLE I
MAPPING BETWEEN VOLTAGE LEVELS AND TRIPLE-BIT WORDS

proposed graded bit-error-correcting codes is developed only
in terms of certain error patterns. This restriction offers per-
formance advantage over symmetric error-correcting codes for
applications, such as Flash, where the errors occur in an asym-
metric fashion.
This paper is organized as follows. In Section II, the data

collected from a TLC Flash chip are summarized. In Section III,
the error model, motivated by the experimental data, is pro-
posed. In Section IV, code constructions for this model are
given. Section V analyzes the performance of these new codes
in terms of their redundancy. In Section VI, these constructions
are shown through simulation to delay the onset of errors
within the memory device longer than traditionally used error
correction codes. Section VII concludes this paper.

II. STRUCTURE AND ERROR CHARACTERIZATION
OF TLC FLASH

In this section, we report on the observed errors measured
from a TLC chip provided by an anonymous vendor. Before
analyzing the results, let us briefly review the typical structure
of a TLC chip.
A TLC chip is divided into multiple planes. Each plane is

divided into a set of blocks and these blocks are further de-
composed into pages. For the particular TLC chip measured,
there are 384 pages within a block and 8 KB within a page. The
eight discrete voltage levels from the cell are represented as a
triple-bit word. We refer to the first bit in the word as the most
significant bit (MSB), the second bit in the word as the center
significant bit (CSB), and the third bit in the word as the least
significant bit (LSB). The mapping between voltage levels and
triple-bit words is depicted in Table I. (For more details on the
structure of a TLC chip, see [24].)
The errors were measured from 16 blocks evenly divided

across two planes. In a manner analogous to [8], the following
testing procedure was repeatedly performed. On the first cycle
of every 100 program/erase (P/E) cycles, a block was erased,
and random data were then written and finally read back for er-
rors. On the other 99 cycles, the block was simply erased and
every page was programmed to simulate the aging of the device.
In Fig. 1, the bit error rate (BER) is illustrated for the TLC

chip tested over the course of its lifetime. It can be seen that over
time, the BER increases dramatically. Furthermore, the increase
in error rate varies across the LSB, CSB, andMSB. The “symbol
error rate” curve refers to the symbol error rate when each cell is
represented as a symbol over , and LSB, CSB and MSB
curves correspond to the respective bitwise errors.
Fig. 1 plots the result of measurements taken from 3.3

cells monitored across 5000 P/E cycles. The dominant trend
from Fig. 1 is that the “symbol error rate” appears to be roughly

Fig. 1. Error rates measured from a TLC Flash device.

TABLE II
PROMINENT ERROR PATTERNS OBSERVED

TABLE III
FLASH CELL ERROR PATTERNS

the sum of the individual BERs of theMSB, CSB, and LSB. This
suggests that whenever a cell error occurs, with high probability
only one of the three bits in the cell errs. More specifically, as
shown in Table II, most of the bit errors in each cell followed
a certain pattern. In each row, erroneous bits are marked in red.
Table II also offers an insight on why the BER curves of the LSB
and CSB in Fig. 1 are close to each other: every dominant error
of the CSB has an equivalent one of the LSB with almost the
same percentage. Upon closer inspection, Table III shows that
96.17% of cell errors measured from across the device’s lifetime
only had a single bit in error.
We note that this distribution of error patterns is a result of the

special programming property of the bits where the three bits are
not programmed all at once but rather one at a time. This special
programming property is due to organization of information in
a Flash device: every Flash cell is spread across multiple pages
and data are accessed/modified one page at a time. Suppose the
bits are programmed in the following order: first MSB, then
CSB, and finally LSB. Then, a programming error in the MSB
causes the LSB and CSB to base their program on the erroneous
measurement of the MSB. Thus, if the value is written
and the MSB is programmed as a 0, then the CSB and LSB will
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read 0 and will program the cell to its highest level, resulting in
the state . For more information regarding this property
and the mappings of cell values to voltages, see [24].
The observed distribution is the key motivation for the pro-

posed code constructions that correct a large number of cell er-
rors with one bit in error and a smaller number of cell errors with
more than one bit in error. Note that this error model is consid-
erably different than the one of asymmetric limited magnitude
errors, studied in previous works, e.g., [2] and [6]. That is, the
observed errors are not limited in their magnitude as one may
expect to see. Interestingly, as shown in the last row of Table II,
we observed frequent errors from the lowest level to highest
level (cf. Table I). We note that in all these dominant errors in
Table II, only one bit was in error.

III. MODEL AND DEFINITIONS

In this section, the relevant error models as well as code def-
initions are introduced.

Definition 1: A linear code of length and dimension
over an alphabet of size that can correct or less errors is
referred to as an code.
In this paper, the redundancy of a code represents the

number of parity bits if the code is binary, and, more generally,
the number of parity symbols if the code is nonbinary. All
codes considered in this work have alphabets whose cardinality
is where is some positive integer. Each cell can
take on possible values and is displayed as an -bit vector.
Thus, a word of length is represented as a length- binary
vector where bits represent the th cell
for .
Accordingly, every cell error is represented as a length-

vector . For a fixed , if , then such an error is
called an -bit cell error, where the Hamming weight of a vector
is denoted by . Motivated by the nature of the errors ob-

served, it is useful to define the following class of error vectors
and codes.

Definition 2: Given the positive integers and , an error
vector over is called a

-bit-error vector if the following holds:
1) ; and
2) , .

Definition 3: A -ary linear code that can correct every
-bit-error vector is called a -bit-error-correcting

code.
From the data collected from the TLC flash device, it was

observed that while most cell errors suffered a single bit error, a
small number of cells had double or triple bit errors. Therefore,
to correct all observed errors, it is useful to define the following
refined error vectors and corresponding codes.

Definition 4: Let , . Then,
a vector over is called a

-bit-error vector if the following holds:
1) ;
2) , ; and
3) .

The vector is an example of a
-bit-error vector of length 5, since there are at most

of nonzero Hamming weight (here, these are
the second and fourth cell), the maximum weight per cell is 2
(achieved in the fourth cell), and there is at most one cell of
weight more than one (again achieved in the fourth cell).

Definition 5: Let , . Then,
a -ary code is said to be a -bit-error-cor-
recting code if it can correct every -bit-error
vector.
We collectively refer to codes introduced in Definition 5 as

graded bit-error-correcting codes.
We complete the section with the following definition useful

in determining the parity-check matrices of (graded) bit-error-
correcting codes.

Definition 6: Let and .
Then, the tensor product of and is defined as the matrix

...
. . .

...

Note that the rank of the tensor product can be expressed in
terms of the ranks of constituent matrices as

rank rank rank

IV. CODE CONSTRUCTIONS

In this section, code constructions are given for (graded) bit-
error-correcting codes. The section begins by revisiting a result
from [22] that can be used to create -bit-error-correcting
codes. This idea is extended to create -bit-error-
correcting codes.

A. Tensor Product Codes

We start by presenting a construction of a type of tensor
product codes which we also refer to as a -bit-error-cor-
recting code.
Construction A: (cf. [22]) Let be an code with a

parity-check matrix . Let be an code with
a parity-check matrix . Then, the code with the parity-
check matrix

(1)

is a -bit-error-correcting code of length .

Remark 1: Note that the parity-check matrix
corresponds to a binary code of length . This

matrix can also be converted into a parity-check matrix of a
code of length over by simply partitioning each row
of the matrix into consecutive groups of bits each. Each
such group then corresponds to an element in .



2318 IEEE TRANSACTIONS ON INFORMATION THEORY, VOL. 59, NO. 4, APRIL 2013

We first provide an example illustrating how these operations
are performed.

Example 1: (cf. [20]) Let be the following parity-check
matrix for a code where is a primitive element from

Let be a Hamming code of length 3 with the following
parity-check matrix:

Representing the elements of as

, and , we have

Using the same symbol-to-binary vector mapping, we can write
in the binary representation as

Note that since the parity-check matrix of the code is the
tensor product of thematrices and , and rank
rank rank , we get that the redundancy of the code
is , where and . While the cor-
rectness of the error-correction capability was proved in [22],
for completeness and in the interest of the subsequent discus-
sion, let us describe here a decoder for the code .
Suppose , where .

Then

...
. . .

...

...
. . .

...
...

where represents the symbol in position row , column of
. Thus, if and only if .

The code can be expressed as follows:

Let

be the decoders of the codes , respectively. Here, and
henceforth we assume that the input to each constituent decoder

is the syndrome of the received vector and the output is the de-
tected error vector. We note that the input to the constituent de-
coders will be the corresponding syndrome, whereas the input
to the decoder of Construction A as well as the upcoming con-
structions will be the erroneous word. For the ease of the code
presentation, we use both descriptions of the decoder input. We
also assume that if the code can correct errors, then the weight
of the output error vector is at most . If the decoder finds an
error vector of weight greater than , then the all-zero vector is
returned as the output.
The decoder of the code

gets as an input a word of the form , where
and is a -bit-error vector. The output of
the decoder is the estimate of the error vector, obtained in two
steps. First, produces a set of syndromes , ,
based on the received string . Each of the syndromes serves
as the input to to collectively produce the estimate of the
error vector . The overall decoding algorithm can be described
in these two steps.
1) .
2) .

Lemma 1: Assume that , where and
is a -bit-error vector. The decoder output

satisfies .
Proof: According to the definition of the code , we have

and we can write

The vector has weight at most and since
can correct errors, we get that

Next, for every

and since and the weight of is at most , we get
that , that is, .

B. Graded Bit-Error-Correcting Codes

The codes given in Construction A correct error patterns ac-
cording to the maximum number of bit errors in every cell (or
within an -bit symbol). Recall that in the TLC data it was ob-
served that while most cells suffer a small number of bit errors,
a few cell errors may in fact have a larger number of bit er-
rors. This observation motivates the following construction of

-bit-error-correcting codes (also referred to as
graded bit-error-correcting codes).
Construction B: Let be an code with a parity-

check matrix .
1) Let be such that the following holds.

a) There exists such that the matrix
comprised of the first rows of is a parity-check
matrix for an code .
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b) The matrix is an matrix consisting of the
last rows of , where .

2) The matrix is a parity-check matrix for an
code , and .

3) The matrix is a parity-check matrix for an
code , and .

Then, a parity-check matrix for a -bit-error-cor-
recting code of length is

(2)

Remark 2: The parity-check matrix of the code that
corrects errors needs to satisfy the property that it can be de-
composed into two matrices and , where the first matrix
is a parity-check matrix of an -error-correcting code . We
note this requirement is not hard to satisfy as many codes can
follow this structure, and in particular Bose–Chaudhuri–Hoc-
quenghem (BCH) codes.

Remark 3: The resulting parity-check matrix in Construction
B has the same structure as a parity-check matrix for the gen-
eralized tensor product code in [10]. The focus in [10] was to
create rate-efficient binary codes with a guaranteed minimum
distance and low decoding complexity. Here, the goal is to cor-
rect specific error patterns not captured by traditional definitions
of minimum distance.
Before proving the error correction capability of , we pro-

vide an illustrative example.

Example 2: Suppose is a triple error-correcting code

with a parity-check matrix . Let so

that is a parity-check matrix for a

Hamming code and . Let be a
code with a parity-check matrix . Furthermore, let be
a Hamming code with a parity-check matrix .
Then, using Construction B, the code has a parity-check
matrix

(3)

is a parity-check matrix for a -bit-error-cor-
recting code. Let be the primitive element of . Using
the field element representation from Example 1, the matrix

can now be written as , and the opera-
tion can be performed over . The operation

is defined over . We remark that the particular
choice of in this example results in the same code that was
previously proposed in [24].
Note that if and only if

Hence, the code can be expressed as

and its redundancy is (see [10]).
Let us denote by

the decoders of the codes , and , respectively. As
earlier, the input to each decoder is the syndrome and the output
is the error vector whose weight is no greater than the guaran-
teed error-correction capability of the corresponding code.
Before presenting the decoding steps, let us explain the idea

behind this construction and its decoding procedure. We start in
a similar fashion as the decoder for Construction A, where at
most (now interpreted as ) cell errors each of weight
at most are found. Clearly, it may not be possible to correct
all cell errors this way since errors can have weight , and

. If a cell error has weight at most , then it is cor-
rected. Otherwise, it is miscorrected to a cell-error vector with
weight at most since the weight of each miscorrection
has been restricted to be . This operation in turn guarantees
that the new cell-error vector is not a codeword in , since the
minimum distance of is at least . Thus, the next step is
to detect the cells which were miscorrected. For cell errors with
more than bits in error, the remaining part of the syndrome
according to the code is recovered. The decoder is then
used to recover the remaining errors.
The decoder of the code

gets as an input a word of the form , where
and is a -bit-error vector. The
decoder output is an estimate of the error vector , that is,

. The decoder performs the following sequence
of steps.
1) .
2) .
3) .
4) .
5) .
6) Let .
7) Let satisfy if and if .
8) .
9) where if and otherwise

.

Theorem 1: Assume that , where and
is a -bit-error vector. The decoder

output satisfies .
Proof: According to the definition of the code ,

and
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The vector has weight at most
. Since the code can correct errors, we get that

after step 1.
At step 2, since for every ,

, if

as corrects errors. However, if the weight of is between
and , then . This observation results

from the fact that the decoder for can only return a cell-error
vector of weight at most . In particular, we get that
and for all , . Thus, at the end of

step 3, contains no cell errors of weight less than and all the
remaining (at most ) cell errors have weight at most .
Steps 4 and 5 compute the syndrome using as input. Since

the minimum distance of the code is , we get
that for all , if a miscorrection occurred, then is not
a codeword in . In such case, . In step 6, the
set is the set of all , , such that .
In step 7, the word is the word after removing all cell errors
of weight at most .
In step 8, the remaining portion of the syndrome is recovered

for all cell errors with more than bits in error. Finally, in step
9, for every cell error at position , , if or fewer
bit errors occurred, then is the th component of the cell-error
vector . If more than bit errors occurred, the decoder is
used. Since can correct errors and the syndrome

is known for all cell errors with more than bits in
error, these errors are corrected as well.
The following example illustrates the decoding process for

the preceding construction.

Example 3: Suppose , , , , and are as in
Example 2. By construction, is a -bit-error-cor-
recting code. Let be a primitive element of with

field element representations:

, and .

Suppose the all-zero codeword is transmitted and the fol-
lowing vector is received:

where has two bits in error and has a single bit in error.
Here, is a shorthand for .
In this case, the output of at step 1 is

.
The decoder at step 2 outputs

Notice that for position 2, the output is correct since only a single
bit error occurred, whereas for position 1, the decoder mis-
corrects since two bits were in error. Now, at step 3, the decoder
outputs

The output of at step 4 is clearly the all-zero
vector. Now, the output of at step 5 is

so that an error at position 1
has been detected. Thus, it is known that an error of magnitude
greater than 1 has occurred in position 1 (step 6).
Step 7 results in the following vector:

so that the maximum magnitude of any of the errors is only 2.
The output of at step 8 is the all-zero vector of length 15.
Thus, the last step of the decoding procedure produces

We now quickly consider a special case where takes on the
maximum possible value.
1) Special Case of : In the case that , it is

required that can correct up to errors. This would imply
that a parity-check matrix for such a code is an
matrix with full rank. Thus, given any code
with a parity matrix , any choice of additional

row vectors for such that the resulting matrix

has full rank can be used to create a -bit-error-
correcting code . Note that in Construction B, it is required
that the parity-check matrix can be decomposed into two
parts whereby is a code. Hence, for ,
any code can be chosen for .
In general, the decoder outputs if the weight of the

error vector output exceeded the error-correction capability of
the code. In the current setup with , such a constraint
becomes vacuous. As a result, the overall decoder can be sim-
plified as follows.
1) .
2) .
3) .
4) Let .
5) where if and other-
wise .

Note that since has full rank, any of the miscorrections
introduced in step 3 are corrected in steps 4 and 5.

C. Some Extensions

Modifications 1 and 2 presented in this section are extensions
of Construction B. The idea is to use a combination of codes
whose abilities are to correct errors, correct erasures, and detect
errors.
In Modification 1, the code in Construction B is modified

such that it corrects errors and detects when there are between
and errors. Accordingly, the code in Construction

B needs only to correct erasures instead of errors.
Modification 1: Let be a code with the following modifi-

cations with respect to the code construction of .
1) The matrix now consists of the first rows of
where
a) is a parity-checkmatrix for an -bit-
error-correcting code ;
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b) the minimum distance of is at least ,
so the code can also detect an error vector of weight
between and .

2) is a parity-check matrix of an code
that can correct at least erasures, and .

Note that, as earlier, the matrix is a parity-check matrix for
an code , and . The matrix
is an matrix consisting of the last rows of , where

.
As earlier, a parity-check matrix for is

. The decoders of the codes and are

changed, while the decoders for and remain the same as
in Construction B. The decoder , in addition to correcting
errors, also detects if the number of errors is between
and . The decoder performs the mapping

where the symbol indicates a detected error of weight be-
tween and . Note that now the decoder never mis-
corrects. The input to the decoder is no longer a syndrome
but a vector with at most erasures so that

where is the erasure symbol. The output of the decoder is
the “erasure” vector , where for every ,
is the correct value for . The decoder

is summarized in the following. Recall that the input
to is .
1) .
2) .
3) Let .
4) Let satisfy if and if .
5) .
6) Let satisfy if and if .
7) .
8) where if and otherwise

.
Lemma 2 establishes the correctness of the code construc-

tion by outlining the decoding procedure as previously done for
Constructions A and B.

Lemma 2: The code is an -bit-error-cor-
recting code.

Proof: Using the same arguments as in the proof of The-
orem 1, if , then at step 2, we get that

However, if , then since can detect up
to errors

Thus, in step 3, we find all the locations of cell errors with
weight greater than . In step 5, all the cell errors with or

less bits in error are corrected using the output from derived
in step 2.
In step 6, for every cell error that has between and
bits in error, , and by assumption there are at most

of these. Since is a code that can correct up to erasures,
then every cell error with between and bits in error
is corrected at step 7. Then, as in the proof of Theorem 1, each
can be recovered using either or the decoder with the

syndrome .
Yet another modification of Construction B is possible that

may require less redundancy for the case where . This
modification is described in the following as Modification 2.
Modification 2: Let be a code with these modifications

with respect to the code construction of .
1) Let the matrix be a parity-check matrix of an -error-
detecting code and consisting of the first rows of .

2) The matrix is a parity-check matrix for a
code that can correct up to

erasures, and .
As earlier, the matrix is an matrix consisting of
the last rows of , where . The matrix
is a parity-check matrix for an code , and

.
The parity-check matrix is again the concatenation of con-

stituent tensor products, as in (3). The encoders and decoders
are the same as in Construction B except that the decoder
can now only detect errors of weight at most . The decoding
procedure is outlined in the following.
1) .
2) .
3) Let .
4) Let satisfy if and if .
5) .
6) .
The proof of the correctness is provided in Appendix. The

main ideas are the same as earlier.

V. CODE ANALYSIS

In this section, we analyze the performance of Constructions
A and B as well as Modifications 1 and 2 with respect to their
redundancy. We begin by considering -bit-error-cor-
recting codes and show that under certain conditions, Con-
struction A is perfect. We then analyze the minimum required
redundancy of -bit-error-correcting codes
by counting the number of error vectors. Note that every

-bit-error-correcting code, given by Construc-
tion A, is a -bit-error-correcting code as well.
Hence, we will analyze under what conditions for the parame-
ters Constructions A or B and Modifications
1 or 2 provide the least redundancy.
A nice property of Construction A is that if the codes and
from Construction A are perfect, then the code is perfect

as well. For completeness, we provide the proof of this state-
ment since we could not find it elsewhere.

Lemma 3: If the codes and from Construction A are
perfect, then the code is perfect as well.
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Proof: The number of -bit-error vectors of length
is given by

Since the code is a perfect binary -error-correcting code, we
get

(4)

and similarly, since is a perfect -error-correcting code over
, we get

(5)

From (4), we get , and thus, (5) becomes

Thus,

Therefore, the code is perfect as well.
The number of different -bit-error vectors is

given in the next lemma.

Lemma 4: Let be a positive integer and ,
. Then, the number of different -bit-

error vectors of length is given by

Proof: Let be the number of cells that have between
and bits in error. The total number of such errors is . Then,
for any value of , there are choices of positions
for such errors to occur. There are distinct cell
errors that have more than bits in error but at most bits in
error, for each such symbol error.
Similarly, let be the number of cells that have between 1

and bits in error. Then, for any value of ,
there are possible choices of cells where errors can occur.

Furthermore, when an error occurs there are distinct

cell errors that have between 1 and bits in error.
Since denotes the volume of the error vectors in a

bit-error-correcting codes, is
the minimal redundancy in bits. Here, and in the rest of the
paper, all logarithms are in base 2. In general, the redundancy
of Constructions A and B and Modifications 1 and 2 depends
on the choice of constituent codes. However, to simplify the

analysis we assume in this section that both and are
relatively large so that can be reasonably approximated
as , where denotes the binary entropy function. Thus,
all the analysis in this section will be performed using such
approximations.
The goal of the following is to identify regimes where one

code construction does better than the other. From Lemma 4,
we approximate as

The redundancy of the code in Construction B using op-
timal choices redundancy wise for matrices , , and is

where and from
Construction B.
Using the approximations for the redundancy of Construction

B given previously, we now consider the difference between
and the redundancy of the code specified by Construction

B. This difference is approximately

Another alternative to constructing a -bit-error-
correcting code is by using a -bit-error-cor-
recting code from Construction A. The redundancy of
is approximately

Therefore, the code outperforms the code redundancy
wise approximately when , that is,

or

Thus, Construction B requires less redundancy than Construc-
tion A whenever the ratio is large.
Now, we consider the redundancy of a code given by Mod-

ification 1. Since a erasure-correcting code of length- over
can correct at least errors, the redundancy can be ap-

proximated as bits. Then, the redundancy of
is

Since a binary code that can correct up to errors and detect
up to errors can correct at least errors, and
are approximated as and , respectively.
Then, we have



GABRYS et al.: GRADED BIT-ERROR-CORRECTING CODES WITH APPLICATIONS TO FLASH MEMORY 2323

TABLE IV
COMPARISON OF CONDITIONS FOR LEAST
REDUNDANCIES FOR , AND

There are now two alternatives to consider. If Construction A is
used to create a code , then approx-
imately when

If Construction B is used to create a code ,
then approximately when

Thus, Modification 1 offers the least redundancy amongst
Constructions A and B and Modification 1 whenever the two
previous inequalities hold. It will be shown in Example 4 that
this modification also does well in the special case where
and for any . In general, the code with the

least redundancy from amongst the choices , and de-
pends on the ratio . Table IV shows under what conditions

for , , , or requires the least redundancy.
is omitted from the aforementioned table because, as

we will see, the optimal choice among , and no
longer depends on the same constants. We now consider the
redundancy of discussed in Modification 2. A
error-correcting code of length- over requires approxi-
mately bits. The redundancy of a

erasure-correcting code over can be approximated
as requiring bits. Furthermore, a binary
code that can detect up to errors is approximated as requiring

bits of redundancy. Note that now both and
are approximately . Then, the redundancy of is
approximately

Then, is approximately less than when

The redundancy of Construction B is
so that requires approximately less redundancy

than when

The redundancy of is
. Thus, using

these approximations, requires less redundancy than
whenever

The following example illustrates a special case where Mod-
ification 1 is nearly optimal.

Example 4: Let , and . Sup-
pose is a code with a parity-check matrix and
odd minimum distance. Now, we append an extra parity bit to
every codeword in to get the code . The minimum distance
of the code is increased by 1 and the resulting code is a

code. Suppose is a parity-check matrix of . Let
be the top rows of , and let be the remaining

(bottom) rows of . Then, is a parity-check ma-
trix for a code. Note that this is an extended single
error-correcting Hamming code with minimum distance 4 and

.
Let be a double error-correcting code over of

length with parity-check matrix , and let be a single
erasure-error-correcting code over of length with a
parity-check matrix . Using the approach in Modification 1,
and the matrices , , , and as the constituents in this
construction, we construct a -bit error-correcting
code.
The redundancy can be analyzed as follows. Since is a

double error-correcting code over , it requires approx-
imately bits of redundancy. Since a single era-
sure-correcting code can be created using only a single addi-
tional parity symbol, it follows that the redundancy of is ap-
proximately four bits. Thus, the overall redundancy of the code
in the example is bits. Note that from Lemmas 4
and 5, the optimal redundancy is approximately

.
The constructed code is thus nearly optimal.
In summary, Construction B offers the least redun-

dancy amongst the four code choices whenever is large
and is large. Modification 2 has the least redun-
dancy whenever . However, if and

, then
Modification 1 has approximately less redundancy than the
other three code options. Construction A requires approxi-
mately the least redundancy for large .

VI. PERFORMANCE AND RESULTS

In this section, the performance of various linear error-cor-
recting codes with guaranteed error-correction capability is
evaluated for a TLC Flash device. The goal of the simulations
was to evaluate the ability of different error-correcting codes to
delay the onset of errors for as long as possible. We compared
five different types of codes:
1) binary codes with the same error correction capability for
the LSB, CSB, and MSB pages;
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TABLE V

TABLE VI

TABLE VII

TABLE VIII

2) binary codes with different error correction capability for
the LSB, CSB, and MSB pages;

3) nonbinary codes over applied to the CSB and LSB
sharing the same physical cells and binary codes applied to
the MSB;

4) nonbinary codes over which correct errors in a
group of LSB, CSB, and MSB pages sharing the same
physical cells;

5) graded bit-error-correcting codes.
These codes were constructed for lengths of 4096, 8192, and
16 384 bits, and for rates between approximately 0.86 and 0.89.
All the codes we used in our constructions are based on binary
and nonbinary BCH codes. The codes listed in the following
were created using the same techniques as in the MinT [16]
database (see also [14]).
The specifications of the parameters for all different types of

codes are summarized in the next tables.
1) Binary codes with the same error correction capability for
the LSB, CSB, and MSB pages.

2) Binary codes (labeled “Binary Codes” in figures) with dif-
ferent error correction capability for the LSB, CSB, and
MSB pages.

3) Scheme A—A nonbinary code over applied to the
CSB and LSB pages sharing the same physical cells and a
binary code applied to the MSB page.

4) Nonbinary codes over that correct errors in a group
of LSB, CSB, and MSB pages sharing the same physical
cells.

5) Graded bit-error-correcting codes applied to the LSB,
CSB, and MSB pages. The following table lists the con-
stituent codes that comprise each code depicted in the
figures that follow. More specifically, the
code (shown in Figs. 2 and 3) is the result of applying
Construction B to the two constituents in the first row

TABLE IX

Fig. 2. Page error rates of codes applied to TLC Flash for code lengths 512 B.

Fig. 3. BERs of codes applied to TLC Flash for code lengths 512 B.

of the table. The (shown in Figs. 4 and
5) code is the result of applying Construction B to the
two constituents from the second row of the table. The

(shown in Figs. 6 and 7) code is the result
of applying Construction B to the two constituents in the
third row.

We assume that all the constructed codes in our simulations
have efficient encoders in terms of their time complexity as they
are based on BCH codes. Hence, the complexity of the resulting
graded bit-error-correcting code is on the same order as the com-
plexity of a BCH code.
For each of the codes we used, if its error correction capa-

bility is errors and there are at most errors, then they are all
corrected. Otherwise, we assume that the decoder would detect
the error and will leave the information word unchanged.
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Fig. 4. Page error rates of codes applied to TLC Flash for code lengths 1 KB.

Fig. 5. BERs of codes applied to TLC Flash for code lengths 1 KB.

For the codes that read multiple pages at the same time, it
is assumed that if an error occurs in the decoder, then a page
error occurs across all the pages from which the symbol was
read. This means that when a symbol error occurs under a 2-bit
alphabet (i.e., where the symbol was read using the information
from two pages), both pages are considered to err. Similarly,
when a symbol error occurs under a 3-bit alphabet, it is assumed
that three pages are in error. Likewise, whenever a symbol error
occurs, it is assumed that all the bits comprising the symbol are
in error.
In Figs. 2 and 3, we show the page error rate and the BER,

respectively, for codes of length 4096. Figs. 4 and 5 display the
page error rate and the BER for codes of length 8192. In Figs. 6
and 7, the page error rate and the BER is plotted for codes of
length 16 384, respectively. We note that in each performance
comparison plots, the code lengths are the same.
As can be seen in Figs. 2–7 in the following, the codes over

and the basic binary codes (where the same binary code
is applied to the LSB, CSB, and MSB) consistently have the
highest error rates both at a bit level and a page level. The

code is inefficient since it can correct any type of cell

Fig. 6. Page error rates of codes applied to TLC Flash for code lengths 2 KB.

Fig. 7. BERs of codes applied to TLC flash for code lengths 2 KB.

error despite the fact that when a cell error occurs there is usually
only one bit in error. The basic binary code is clearly inefficient
since it does not take advantage of the difference in error rate
between the MSB, CSB, and LSB. The remaining codes have
lower error rates because they capitalize on these error profile
characteristics.
Among the codes tested, the graded-bit-error correcting

codes delayed the onset of errors the longest. Scheme A per-
formed slightly worse than the method of applying different
binary codes to each bit line. Part of the reason for this trend
is that the binary codes used were simply better codes in the
sense that they are closer to the sphere-packing bound than the
nonbinary codes tested in this setup. Despite this advantage, the
graded bit-error codes still outperformed all the binary codes
tested.

Remark 4: We quickly remark on the potential perfor-
mance gain offered by optimal codes (i.e., codes that meet
the sphere-packing bound). To see the potential performance
gain by using optimal codes (codes that are close to the
sphere-packing bound), we ran simulations with the following
codes:
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1) of length 4096;
2) of length 8192; and
3) of length 16 384.
Using the same approximations as in Section V, these codes
have rates of around 0.88, 0.90, and 0.90, respectively. Using
the first code, no errors appeared in the tested device until cycle
4700. The second code delayed the onset of errors until cycle
4400 and the third code delayed errors until cycle 4600. Thus,
the device lifetime can be further extended if even better con-
stituent codes were to be discovered and used.
While the simulations support the benefits of the proposed ap-

proach, it should also be noted that the proposed coding scheme
will require a change in the current architecture of flash memo-
ries. Currently, in order to reduce the interferences among pages,
it is required to write and read each one of the MSB, CSB,
and LSB pages independently. However, independent coding
of pages that share the same physical cells does not take advan-
tage of the correlation between errors. Our goal in this paper
is to demonstrate this correlation among errors and to propose
suitable coding schemes that take the advantage of these corre-
lations. The coding gain is demonstrated in the analysis of the
codes in Section V and by simulation in this section. Our coding
scheme only requires the three pages to be written together. This
can be easily accomplished in case big files are written or by ex-
tending the logical page size. We are also aware that this change
might decrease the reading and writing speed of the memory,
and thus, we suggest to use this coding scheme only toward the
end of the lifetime of the memory.
We quickly note that once errors were observed, the BER of

our graded bit-error-correcting codes scheme was in some cases
inferior to the BER of the “Binary Codes” scheme. This prop-
erty results from the joint coding of three pages in our scheme.
In particular, once the codes fail to correct the errors, more bits
and pages were affected (and therefore more errors occurred).
Furthermore, the binary codes are close to the sphere-packing
bound, while the nonbinary codes we used in our scheme were
far from optimal. In fact, Remark 4 shows that if optimal non-
binary codes were to be used as constituents in the graded-bit-
error correcting code design, then even better results could be
achieved.
In this section, it was demonstrated that leveraging graded

bit-error-correcting codes delays the onset of high error rates
associated with multilevel Flash devices. Because graded bit-
error-correcting codes are designed specifically to account for
the asymmetric nature of the observed errors, these codes can
prolong the lifetime of multilevel Flash memory devices.

VII. CONCLUSION

In this work, data from a TLC Flash device demonstrated that
when errors occur within a Flash cell, the vast majority of such
errors only affect one of the three bits of information. This ob-
servation was used to motivate a new error-correction model for
Flash memory. New error-correcting code constructions based
upon generalized tensor product codes were provided. The pro-
posed codes were analytically and empirically shown to offer
a potentially valuable component for future coding schemes in
the context of Flash memory.

APPENDIX
PROOF OF CORRECTNESS OF MODIFICATION 2

Lemma 5: The code is a -bit-error-cor-
recting code.

Proof: Suppose is the input to decoder where
and is a -bit-error

vector. Then, since can correct errors

where . If

since can detect up to errors. Thus, in step 3, the locations
of all the cell errors are noted. In step 5, the locations of these
errors are passed to and since can correct era-
sures, the remaining portion of the syndrome is recovered. In
step 6, these two pieces are combined and given to which
can correct up to errors so that every cell error can now be
corrected.
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